Wireless communication plays an increasing role in military, industrial, public safety, and academic computer networks. Although in general, radio transmitters are not currently permitted in secured areas at Sandia, wireless communications would open new opportunities, allowing mobile and pervasive user access. Without wireless communications, we must live in a "non-mainstream" world of fixed, wired networks, where it becomes ever more difficult to attract and retain the best professionals.
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Current State of Wireless Technology
Wireless communications is literally communicating without wires. This encompasses radio frequency (RF), infrared (IR), and free space optical communication systems.
It is appropriate to open the discussion of wireless technology with an overview of some technical issues that are common to some or all of the technology implementations. Path Loss is the relationship between the received signal and the transmitted signal and quantifies the attenuation of a signal across the distance between the transmitter and the receiver. Not only are distance, transmit power level, receiver sensitivity, and antenna gain, factors in path loss, but also environmental conditions in the path of the signal that can cause attenuation (e.g. rain, fog, etc.). Another issue is Shadow Fading, where physical obstructions that are opaque to the signal, block or prevent signal reception in areas behind them (in relation to the signal source). Depending on the power level of the signal, the nature of the obstacle, and the proximity of the signal transmitter and receiver to the obstacle, the signal might be able to knife-edge over or around the obstruction. Multipath problems are caused by two or more differently delayed versions of the original signal arriving at the receiver at the same time. This phenomenon occurs when one copy of a signal travels a direct line to a receiver and a second copy of the same signal is reflected off of several objects before arriving at the receiver, thus taking longer to reach the receiver. Alternatively, there might be no direct path from the transmitter to the receiver and signals may take different paths being reflected off of a different number of surfaces, creating transmission paths of different lengths, and causing the same signal to arrive at various points in time. Intersymbol Interference is a special case of multipath interference and occurs when the arrival delay between different versions of the same signal approaches the duration of a data symbol, causing the symbols to overlap in varying degrees at the receiver. Finally, Co-channel Interference is the distortion of received radio signals by nearby systems using the same, or harmonics of the same, frequency.
As one can see, all of these issues apply to RF communication systems, some of them apply to IR systems, and only path loss and shadow fading are relevant to free space optical communications.
Cellphones and Pagers
Cellular telephone systems
As cellular telephone system technology advances, the data transmission capabilities and rates increase. This could potentially provide wireless data connectivity to laptop computers and various handheld data devices.
Most, if not all cellphones include features such as call logs, multiple ring tones, menu navigation keys, battery and reception indicators, and memory for a phone book, in addition to basic wireless telephony. More advanced cellphones also include text messaging, a color display, multiple modes of operation (e.g. combinations of frequency bands, modulation types, circuit vs. packet switched, etc.), voice activated dialing, music players, gaming options, email access, web browsing, or Java applications. Very advanced cellphones blur the line between the cellular telephone and the wireless telephony-enabled Personal Digital Assistants (PDAs). The first generation wireless technologies (1G) are analog systems designed to carry only voice transmissions. These (and successive generation) systems are based on cells, where each cell is a geographic area (actually a volume, since height is a factor in hilly terrain or when tall buildings are involved) in which there is radio coverage by a given cell phone tower. Several of these 1G systems are briefly described.
The Advanced Mobile Phone System (AMPS) is a 1G circuit switched system that uses FM modulation in the ranges of 824-849 MHz and 869-894 MHz. AMPS is based upon Frequency Division Multiple Access (FDMA) and provides 832 channel pairs. An end wireless device (handset) transmits on the lower channel and receives on the higher channel of a frequency pair. AMPS was deployed throughout much of the world, starting in 1983 [29] , and still sees widespread use, especially in the United States where there is extensive AMPS coverage.
Total Access Communication System (TACS) is a variant of AMPS that operates in the 890-950MHz band and uses a somewhat narrower channel spacing (25 KHz vs. 30 KHz) than AMPS. Deployment of this system began in 1985 in the United Kingdom [29] . Extended Total Access Communication System (ETACS) operates in a larger frequency band (872-960 MHz) using the same 25 KHz channels. These systems are still in use in the United Kingdom, but are being replaced by GSM systems. (GSM systems will be described later in this section.)
The Nordic Mobile Telephony (NMT) system was first deployed in Denmark, Finland, Norway, and Sweden and has subsequently been deployed in more than 40 countries around the world since 1981 [29] . NMT is also a 1G, FDMA, circuit switched technology using FM modulation. NMT 450 operates in the 453-468 MHz band with a channel spacing of 25 KHz. NMT 900 operates in the 890-960 MHz band with a channel spacing of 12.5 KHz. NMT 450 is reputed to operate well in rough terrain, such as that found in Scandinavia. NMT 450 is still widely used, particularly in Russia, and will probably migrate to a CDMA variant operating in a 450 MHz band. (CDMA systems will be described later in this section.)
Because these 1G systems are all analog, FM modulated, FDMA systems, there is no inherent security. Scanner radios, such as those used to monitor public service (police and fire) radio bands, can be used to eavesdrop on 1G cellular telephone calls. In addition, the identifying information needed to clone a 1G cell phone can be captured off the air and decoded. By programming the right pieces of this information into another 1G cellular handset, an interloper can make his phone appear to the cellular network as belonging to someone else, and therefore having his usage billed to someone else.
Second generation wireless technologies (2G) are descendants of the analog 1G systems initially deployed in the 1980s. 2G systems are designed to improve capacity and voice quality beyond that of the 1G systems and provide the ability to carry digital computer data. Digital data could be carried over the 1G AMPS network in analog form, similar to the way it is carried over an analog wired telephone network when using a modem. This could be performed by attaching a device, similar in function to a modem, between the computer and the cellphone. The current, commonly deployed systems in the United States are based upon 2G technology. The 2G offerings are briefly described in the following paragraphs.
Cellular Digital Packet Data (CDPD) is an overlay that can be deployed on top of an AMPS or TDMA network. It is used to transmit and receive packet switched computer data over idle channels of an existing 1G cellular telephone voice network at a data rate of 19.2 Kbps.
Code Division Multiple Access (CDMA) is a digital 2G technology employing Direct Sequence Spread Spectrum (DSSS) in the 900 MHz and 1900 MHz bands. 2G CDMA systems (also known by the trademark cdmaOne) move voice and data packets in a packet switched fashion, unlike the circuit switching of the 1G AMPS systems and the Public Switched Telephone Network (PSTN). The rate for passing computer data over these CDMA systems is 14.4 Kbps. CDMA systems have a frequency reuse factor (that is, the number of different frequency sets required by a cell cluster) of one, which means the same frequencies can be re-used in adjacent cells.
The wireless communication technology, TDMA (formerly known as D-AMPS) uses TDMA techniques to divide up its available radio spectrum. It is a digital, circuit switched, 2G upgrade to 1G AMPS [29] . 30 KHz channels of the 824-894 MHz band (same frequency band as used for 1G AMPS) are divided into time slots to support three digital users in the same space as one AMPS user. TDMA systems can support computer data transmission at up to 9.6 Kbps.
Global System for Mobile Communication (GSM) is a digital, circuit switched 2G technology using a combination of FDMA and Time Division Multiple Access (TDMA) techniques in the 890-960 MHz, 1710-1880 MHz, and 1850-1990 MHz bands. (The 1900 MHz band is used for GSM systems in the United States.) The available bandwidth is split into channels (FDMA) with each one of the channels then essentially divided into eight time slots (TDMA), allowing up to eight users per channel. (Each channel is made up of two frequencies, where the higher frequency of the pair carries transmissions from the Base Transceiver Station of a cell to the mobile equipment, commonly a cellphone, and the lower frequency of the channel pair carrying transmissions back to the Base Transceiver Station.) GSM systems can also use frequency hopping to minimize interference and alleviate multipath fading. GSM systems can have computer data rates of 9.6 Kbps per channel. Today, GSM technology is used by more than one out of every 10 people in the world [12] . GSM systems are installed in more than 170 countries [12] .
Personal Communications Services (PCS) is not really a technology, but rather an artifact of the U.S. Federal Communications Commission (FCC). The FCC created PCS to encompass mobile and ancillary fixed communications providing services to individuals and business, and set aside the radio spectrum between 1850 MHz and 1990 MHz for this use [29] . Even though there are products currently on the market bearing the name "PCS", PCS is actually a concept and a set of frequency bands. In the United States, GSM services are operated in the PCS band (1850 ( -1990 . Also in the United States, Sprint PCS supplies service using CDMA technology in the same band. Even some CDPD services are reputed [29] to be offered in this band! The PCS concept does make use of cells, and performs handoffs if users move between cells. PCS systems do employ frequency reuse if they are based on GSM technology, but do not if they are based on CDMA technology.
Currently there are three predominate 2G wireless technologies operating in the United States (GSM, CDMA, and TDMA). Even though the role of TDMA is expected to diminish (being replaced by GSM), the United Stated is expected to lag behind Europe and Japan due to the simultaneous deployment of two incompatible 2G technologies (CDMA and GSM). On a worldwide market scale GSM is by far the most popular of the 2G standards [29] , although CDMA enjoys wider acceptance in the United States.
As stated earlier, computer data rates of the 2G technologies vary from 9.6 Kbps for GSM and TDMA systems, up to 19.2 Kbps for the CDPD technology. (CDMA systems come in somewhere between at 14.4 Kbps.) A desire to increase data rates, and provide advanced features, is driving the deployment of third generation wireless technology (3G). Although it is technically possible to go from 2G to 3G, it is cost-prohibitive for the service providers to make the technology change in a single step. Because of this, an intermediate step (2.5G) was proposed and is being implemented.
High Speed Circuit Switched Data (HSCSD) is a 2.5G enhancement to GSM networks allowing circuit switched data transmission at 28.8 Kbps that is available in certain parts of the world (not the United States). General Packet Radio Services (GPRS) is a 2.5G evolution of GSM that packet switches digital voice and data at rates up to 171.2 Kbps. With appropriate transceivers and GPRS data terminals, it can be used over existing GSM networks. Trial GPRS systems are in use. EDGE is another 2.5G technology that fits between GPRS and 3G technologies such as Wideband CDMA (WCDMA) on the path from GSM and TDMA to the 3 rd generation wireless devices. EDGE is built upon the GPRS air interface and network hardware, but uses new coding schemes and adaptive modulation to move data faster and improve the efficiency of the communication channel. The maximum data rate for EDGE systems is over 384 Kbps. According to a business news story on "TheStreet.com" from June 20, 2002 [18] , Nokia is, and will continue to be, supplying EDGE infrastructure equipment to AT&T. IS-95B is the next (2.5G) iteration of CDMA and can move packet switched data at up to 65 Kbps. IS-95B networks have been in commercial service since 1999 in Korea. The 3G product on this path is cdma2000. It preserves the network operators' investments in earlier (cdmaOne, IS-95B) systems, and will be able to move data at rates from 14.4 Kbps (on cdmaOne networks) up to 2 Mbps (on second phase, cdma2000 3x networks).
2.5G systems are the leading-edge, state-of-the-art at this time. 3G systems are starting to be deployed in the United States and may soon become the state-of-the art, although full deployment of 3G systems will be based upon market realities and user demand. The cellular phone technologies described in this section are summarized in Table 1 . 
Paging Systems
Paging systems operate on their own networks, separate and distinct from the cellular telephone networks. Pagers are available in one-way, one and a half way, and two-way paging varieties. Pagers operate at lower power than cell phones and in a different part of the radio spectrum, not the cellular bands. For greater coverage, paging services are available through satellite.
One-way pagers range from simple pagers that pass along a series of numeric digits to alphanumeric pagers that can not only receive paging messages but also email messages. One and a half way pagers are similar to one-way pagers in that they can receive paging and email messages; however one and a half way pagers may also reply to messages. The reply is typically from a list of "canned" messages. Each pager contains a list of common, limited responses, called canned responses. An example of a canned response would be, "I'll meet you there." Two-way pagers are actually small email terminals with tiny keyboards and memory for an address book. Some of these, like the RIM (Research in Motion) BlackBerry, are intended to integrate with corporate email solutions. Twoway pagers can also include calendar and date book functions, encompassing some of the territory covered by PDAs.
PDAs and Pocket PCs
Personal Digital Assistants (PDAs) are small computers that run a limited set of applications. They are basically handheld organizers that store contact information, allow the taking of notes, and offer scheduling and event (timer) notification. They can also store and retrieve information (such as that relating to daily expenses, job and project assignments, etc.), provide "mini readers" for the reading of books, and access corporate data networks and the Web. Pocket PCs can have wireless access through data-capable cellphones, wireless modems, CDPD devices, and 802.11b wireless LAN cards (to be described in a later section). These can have the form factor of a Type II PCMCIA card or a clip-on "sled" device. Postage stamp-sized devices for SD slots are currently under development [29] .
Computer Networks
IR
Direct beam radiation comes in a direct line from the source. Direct-beam infrared (DBIR) is mainly characterized by the need for a line-of-sight between the transmitting and receiving devices. When using DBIR communications, the transmitted pattern must be adjusted to reasonably align (within beam width and distance specifications) with the receiver.
The Infrared Data Association (IrDA) is the trade association responsible for defining infrared data and control standards. IrDA standards define serial DBIR data transmission at distances up to 1.0 meters with bit error rate of 1 in 10 9 in daylight illumination levels. (Typically, usable connections can even be reached at 2 meters.) Data rates in the standards range from 2400 bits per second to 4 Mbps. Increased distances (outside of the IrDA standards) can be attained by decreasing the data link rates.
Because DBIR is very much point-to-point oriented, it is well suited for connecting certain peripheral devices (e.g. keyboard, mouse, etc.) to a computer or connecting two devices (PDA to PDA, laptop to laptop, PDA to laptop, etc.) for data exchange. Using lenses to focus the beam, DBIR can also be used to provide a wireless bridge between Local Area Networks (LANs).
Diffuse radiation is scattered out of the direct beam by refraction and reflection. Diffused infrared (DFIR) fills an enclosed area, using the rooms surfaces (e.g. walls, ceiling) and surfaces of objects in the room (e.g. tables, cabinets) to bounce the IR signal between the transmitter and the receiver. Diffused IR does not require alignment to establish or maintain a communication link. Diffused IR links provide robustness against shadowing and provide coverage similar to radio waves within a room, making them suitable for nomadic access in limited range environments, but they can be subject to multipath interference, which limits their rate of communication. DFIR communication technologies require higher power than DBIR to cover the same distance, but IR signals do not penetrate walls or ceilings.
Commercial DFIR products are on the market. One manufacturer of these products (Spectrix Corp.) has a system that operates at a data rate of 4 Mbps and includes PC cards for a laptop (to fit into a Type II PCMCIA slot), IR "antennas", and Wireless Hub Routers (that serve as the controllers and protocol gateways for the system). The Wireless Hub Router can control eight or 16 antenna units and contains a 10/100 Base T uplink to connect into a wired Ethernet network.
The IEEE 802.11 standard (to be discussed in a later section) provides not only for several RF physical or PHY layers, but also a diffused infrared PHY layer operating at 1 (and optionally 2) Mbps using Pulse Position Modulation. Currently (circa summer 2002), there seem to be no 802.11 infrared devices available.
Because IR signals do not penetrate walls and are heavily attenuated by windows, diffused infrared is a possible technology candidate to provide wireless data networking over comparatively short distances (6-30 meters) in confined or bounded indoor areas. Within these kinds of areas, DFIR is an especially suitable choice when, for security or interference reasons, RF communications are restricted.
Wireless Optical
Existing construction (buildings, roads, etc.) could make installing extensions to wired (copper or fiber) networks cost prohibitive. For ad hoc situations requiring new data communications between buildings or technical areas, such as one-time events or limited duration projects, installing wired infrastructure may not be cost effective. One possible solution is to use air as the transmission medium in a free-space optical networking system.
The Lucent Wavestar Optic Air system used dense wavelength-division multiplexing (DWDM) technology to deliver up to 10 Gbps over a 5 Km distance [4] . A system like this could be positioned in tall buildings or on rooftops (so a clear line-of-sight can be obtained) to bridge LANs together in a temporary or permanent fashion.
Unfortunately, the Lucent Wavestar Optic Air system is now a discontinued product. Terabeam makes several free space optic products based on the same technology. The Elliptica 7000 series supports Fast Ethernet (100 Mbps) and OC-3 (155 Mbps) transmissions, while the Magna 8000 series supports Gigabit Ethernet (1 Gbps) and OC-12 (622 Mbps) transmissions. LightPointe and other vendors supply systems that operate at rates from 10 Mbps to 2.5 Gbps over distances ranging from a hundred meters to several kilometers [34] . Rather than using spread spectrum communications, IEEE 802.11a devices use Coded Orthogonal Frequency Division Multiplexing (COFDM or coded OFDM). They operate at rates of 6, 9, 12, 18, 24, 36, 48, and 54 Mbps using 8 non-overlapping channels in the 5 GHz Unlicensed National Information Infrastructure (U-NII) band. Not only does this allow faster data communications and higher capacity systems, but has the advantage of operating in a less crowded band. (Bluetooth devices, microwave ovens, some cordless telephones, and other devices, compete with 802.11b products in the 2.4 GHz ISM band.) Several manufactures (including Proxim, Intel, Linksys, and SMC) have 802.11a offerings in their product lines. One company (Agere) sells wireless access points that can accommodate two radio cards (Orinoco AP-2000 Access Point) thereby enabling support for both 802.11a and 802.11b wireless networks, simultaneously.
RF
As of summer 2002, IEEE 802.11g has not yet been ratified as a standard. If this comes to fruition, it will combine various aspects of the 802.11a and 802.11b specifications. 802.11g devices would communicate at rates up to 54 Mbps (like 802.11a devices), but in the 2.4 GHz ISM band (like 802.11b devices). 802.11g products are supposed to be backward compatible with 802.11b devices, thereby preserving investment and making migration easier, but 802.11a devices will enjoy a first-to-market advantage over any 802.11g devices for the 54 Mbps market.
Both 802.11a and 802.11b support two modes in which they can operate. When in infrastructure mode the various 802.11 interface cards communicate to a wireless access point, which is connected to the wired network. In ad hoc mode the 802.11 interface cards communicate with each other directly, in a peer-to-peer manner. These modes of networking are compared in Figure 1 .
Infrastructure Mode
Ad Hoc Mode Currently, answers to some of the security issues may be found in the proper placement of 802.11 devices combined with appropriately configured IPSec Virtual Private Network (VPN) tunnels and/or through add-on security products. One such product, AirFortress by Fortress Technologies provides a layer two encryption and access control solution. AirFortress employs dynamic session keys (with Diffie-Hellman key exchange), AES or Triple DES encryption, and SHA-1 frame authentication to provide privacy and authentication. Software on each wireless client intercepts the packet produced by the network driver before it is transmitted, and encrypts the frame, including the MAC address (thereby defeating attacks based upon MAC address spoofing). The wireless access point receives the transmitted frame and passes it to the AirFortress Wireless Security Gateway, which decrypts the frame and authenticates it before passing it on to the wired network. Access control server software allows for blacklisting of lost or stolen client systems. The software clients and the Wireless Security Gateways supplied by Fortress Technologies as part of the AirFortress wireless security solution are blind as to whether 802.11a or 802.11b hardware is being used in the network, since the AirFortress components reside outside of the radio link.
Similar add-on security products are available from SMC Networks, NetMotion Wireless, ReefEdge, and Bluesocket [25] . Both VPNs and these various add-on security products work with products that are operating in infrastructure mode. Bluetooth devices can associate with each other in an ad hoc fashion. One device will act as a master and all other associating devices will be slaves in a piconet. Alternatively, a Bluetooth wireless access point can be a master device to control slaves within its operating range (picocell). The first available Bluetooth wireless access point, the WIDCOMM BlueGagte 2100, can link 7 Bluetooth devices simultaneously, plus a 10/100Base-T connector to uplink into an Ethernet. Add-in cards are available from several vendors for PDAs and laptop or personal computers, but interoperability issues may still be present.
Wireless Computer Network Technology Summary
As this section indicates, there are many competing RF technologies for building wireless computer networks. These are summarized in Table 3 . No one solution will meet the needs of every network user at Sandia National Laboratories. RF, infrared, and wireless optical systems may be mixed into the wired networks for differing purposes in differing areas. If multiple RF solutions are chosen, we must be careful when attempting to integrate systems using the same frequency band. There is great potential for co-channel interference causing reduced performance as the various technologies compete with each other for bandwidth. 
How Might Wireless Technology Evolve?
This section must be prefaced by the fact that the author's crystal ball is of no higher quality or is no clearer than the next person's. These are the observations of the author.
Cellular telephone systems are headed into the 2.5 and 3 rd generation, but slower than equipment manufacturing companies and service providers expected. Third generation cell phone systems will incorporate data transfer rates significant enough to be used in data communication networks. The author believes the line between cell phones and PDAs will disappear, as cell phones get more memory (to store contact information, appointments, etc.) and Bluetooth and/or infrared interfaces, while PDAs become equipped with voice applications and cellular network interfaces.
At the other end, the line between Pocket PCs and PDAs will blur, since PDAs are just miniature computers that support various applications, including organizer applications. Adding in phone capabilities resulting from the convergence of cellular phones and PDAs gives large, bulky cell phones or cellular telephony-capable Pocket PCs. Indeed, the Pocket PC Phone Edition is now available from several vendors including Voicestream and AT&T Wireless.
The author views this as becoming a bi-polar market with extremely capable devices sized in the range of current PDAs to Pocket PCs and incorporating the functions of a laptop (including organizer applications), cell phone, GPS receiver, etc. at one end of the market, and a class of compact, moderately capable (cell phone, organizer, web browser, and possibly GPS combination) devices at the other pole. Although Nokia is moving in this direction with the 9290 Communicator, that device (which incorporates a keyboard and a cell phone) will not run programs such as a version of Microsoft Office. Its touted "PC compatibility" is limited to document (calendar, contact, text, etc.) files being compatible with windows, allowing for easy synchronization with a Windows-based PC.
Direct-beam infrared and Bluetooth technologies will be more extensively used for connecting input and output devices to PDAs and computers. Both of these technologies should see expanded service for the interconnection and synchronization of computers and PDAs.
The use of 802.11b for wireless LANs is growing quickly, despite its security weaknesses. Whether security is fixed in the 802.11 standards, or by some add-on components, or even not fixed at all in the near future, the author expects the use of 802.11b equipment to continue to increase, but be augmented (and eventually superceded) by 802.11a networks. Because of the crowded conditions in the 2.4 GHz ISM band, 802.11b and 802.11g performance will suffer as more and more devices are brought into use. 802.11a offers greater potential for expansion, operating in a less crowded band and having more non-overlapping channels. Within indoor areas where there exist security or radio frequency interference concerns, the author sees a viable niche for diffused infrared LANs.
In any endeavor larger than a home or small office, there will not be a "one size fits all" solution. Elements of multiple technologies will be integrated together to provide adequate capabilities with the requisite flexibility.
Where Should Sandia Strive to Be?
Discussions with a cross-section of the user community brought forth the following needs and interests regarding wireless communications at Sandia. Many of these desires are based upon portability and convenience; some require full mobility. Portability allows a user to be connected to the network while at various stationary locations. Although portability does not, in itself, imply a wireless connection, it may require one in order to be convenient enough to be used. Mobility allows a user to be continuously connected to the network while in transit or on the move. Mobility always implies a wireless connection to the network. Mobility is a superset of portability, requiring not only location management functions, but also handoff functions.
There was strong interest in having the ability to process incoming and outgoing email while in meetings, both inside and outside the limited areas. There was also strong interest in two-way paging capability (again both inside and outside the limited areas), especially in devices like the RIM BlackBerry, which combine these functions.
Some interest was expressed in easily using laptop computers in conference rooms without the bother of connecting cables. Interest was also expressed in wireless connectivity for laptops while on the road (e.g. airports, hotels, conferences, trade shows, meeting rooms at other companies/facilities equipped with wireless networking). There was some interest in using wireless data communications to connect computers in offices and labs to the corporate infrastructure, in lieu of wired communication drops, to reduce expenses and wiring complexity. Additionally, some interest was expressed in connecting classified computing resources to the classified network, wirelessly, in order to reduce the cost of extending secure network services into places not wired for such.
Garnering limited interest was the ability to use cellular telephones within the limited areas at Sandia, ad hoc wireless networking within offices (so someone could easily bring files with them when coming to meet or discuss an issue), and cordless telephones (as to not be tethered to a wall or fixed point when working on a problem in a laboratory).
It was generally agreed that for the future Sandia will need ubiquitous wireless communications for voice, short message service (SMS), PDAs, and such, inside the limited areas, because that is the new way of life for recent college graduates. The way that they have been taught and conditioned to interact with each other and collaborate to solve problems revolves around instant and continuous wireless connectivity. This also seems to be a path to higher productivity for senior personnel.
Based on the inputs from the user community, Sandia should ultimately strive to create an environment of mobile wireless connectivity supporting voice, SMS, and email. Portable wireless access to the data network should be pervasive. Fixed wireless connectivity for data and voice should be a tool, to be considered as a practical alternative to wired communications. All this should be accomplished using commercially available, off-the-shelf equipment.
This would enable small, portable, computing devices to be easily used in many working locations, both inside and outside the limited areas. It would also make full use of the new generation of employees steeped in information technology and its exchange, and improve productivity of "legacy" employees. Costs could also be reduced due to the ease of installing wireless communications versus the cost wiring individual communications drops.
This will require not only new equipment, but also changes in policy, new ways of thinking and conducting business, fresh approaches to old problems, and analysis of impacts on existing wireline equipment. Balancing the advantages -listed above -of wireless communications, are the security concerns that arise because the data transmissions are not necessarily bounded by walls and may be coupled to fortuitous conductors. Some of these issues are discussed in Chapter 5.
If security was not a concern, Sandia could be mostly wireless and untethered today. (Some users would still need wired infrastructure to support their data rate requirements.) Because security concerns are an integral part of operations at Sandia, we must look at how best to harness the power of the oncoming flood of wireless communications. We could try to build a symbolic dam to turn away the flood (as has largely been done in the past), but this approach will leave us falling further and further behind the state-of-the-art of communications. This will eventually prove costly in terms of finding equipment (both computing and communications) to meet our requirements, and in terms of attraction and retention of personnel. Additionally, cracks and leaks are already starting to appear in the dam, as explained in Chapter 6. At some point the dam will crumble and no one will be able to keep wireless communications out of Sandia and other facilities. A far better tack will be to plan for the oncoming flood and migrate to wireless connectivity in an orderly manner. Today's office is depicted as Figure 2 , where the employee has a wired telephone, a wired computer, a one-way pager, and an unconnected PDA. An aggressive position would be to push technology and policy to allow seamless, wireless connectivity of phones, telephony-equipped PDAs, and computers (portable or stationary), as shown in Figure 3 . This would not only address the current requests by the user community, but also encompass the new untethered, instantly communicating, information-based employee. This approach would involve:
• Wireless RF data networks (both inside and outside the limited areas) everywhere except the most secure places, where diffused IR networks would be used; and • Cellular phones and PDAs in most parts of the campus, allowing instant communications via voice, SMS, and email.
This would provide productivity and cost benefits by:
• Instant accessibility of colleagues,
• Instant accessibility by supervisors,
• Instant access to information resources, • Improved information exchange, • Elimination of costs incurred by carrying multiple devices (pager, cell phone, PDA, etc.) and the associated reduction in costs of supporting multiple systems, and • Granting the ability to make productive use (returning calls and messages, processing email, etc.) of otherwise dead time (e.g. walking across the complex, waiting for the start of a meeting).
In this approach (shown in Figure 3 ) most people would have one mobile device to handle voice communications, text messages, appointments and contacts, basic email, and simple web browsing. This eliminates the need to carry a pager, forward calls (because your phone goes with you) except to voice mail, be tethered to one point in an office or lab, and fumble between a phone and a PDA or other organizer. (Devices that combine these functions are already starting to appear on the market.) A second device that would be portable but not necessarily mobile, such as a laptop computer with wireless connectivity, would provide heavy duty email and web browsing capabilities along with traditional computing applications. This could lead to an environment where only a small portion of the entire campus remains wired. A more conservative approach, possibly appropriate for a security-conscious national laboratory, would entail a near term component that could be implemented with today's technology and minimal changes to policies. This would be a stepping stone on the path to the ultimate goal of ubiquitous wireless communications. Specific capabilities to achieve in the nearer term, are:
• Two-way paging, • Wireless network connections for processing email, • Wireless connectivity of laptop computers in conference rooms, and • Wireless connectivity of laptops back to corporate networks while on the road.
This would provide immediate productivity benefits through improved efficiency of:
• Interaction with colleagues, • Accessing resources, and • Information exchange.
Wireless connectivity of laptops back to corporate networks while traveling, is now treated the same as connectivity through a wireless LAN at home to Sandia's corporate network [30] . Assuming proper protections and configurations are in place, this can be approved locally at Sandia, without needing to be sent for approval to the local DOE office [21] .
Wireless connectivity of laptop computers in conference rooms and allowing the use of BlackBerry-type pager/email terminals inside the limited areas would meet the remaining, most pressing, near term wireless demands. RIM is providing a customized version of BlackBerry software with S/MIME support to be used by the National Security Agency and plans to continue working with NSA "to address the unique requirements of security conscious organizations such as the Department of Defense" [3] .
Any chosen approach should be tempered by an analysis of, from an internal infrastructure view, what information makes sense to be migrated entirely off of wired media to wireless media? At what points in time and the development of a wireless infrastructure, should what information be moved from the wired to the wireless world? What information or functions should forever stay wired? If specific needs or requirements are identified in this analysis, these needs may delay or accelerate the development and deployment of the wireless infrastructure.
Issues for the Sandia Environment
Speaking in this section as the devil's advocate, what are some of the possible security issues with wireless communications in a secure area?
• It may be possible with cellular handsets, as it is possible with ISDN telephones, to remotely open the microphone for covert listening, via the network infrastructure.
• Functionality of cellular telephones can be changed "on the fly," as new or modified functions can be downloaded, over the air waves, to the SIM card.
• If phone/PDA units contained a GPS transceiver, those units used in combination with other information could potentially pinpoint (within meters) the location of sensitive information.
• Security, as implemented by wireless networking cards conforming to the IEEE 802.11 standards, is weak. Interlopers from outside a given perimeter could exploit internetworking data connections, attack local and remote systems, and steal information. Compounding this is the false sense of security given by WEP.
• Information could possibly be coupled into wireless access points in a wireless extension to a wired network. A discussion of information coupling can be found on pages 78-80 of Computer Security Technology [8] or pages 203-205 of Computer and Communications Security [7] .
• Because radio waves do not stop at building walls or fences, both intentional and unintended emissions are difficult to control.
The way to address these issues is with a combination of technology tools and policy changes. Changes in existing laws might also be explored. Possible partial solutions to one or more of the above issues follow.
• Strict configuration control can enforce separation of various computing/networking/power resources and wireless access points. A possible configuration control tool would be a map of the entire Sandia campus, with locations of classified computing and communications resources identified by their GPS coordinates.
• Move to reduce or eliminate copper wiring within the classified infrastructure; allow only fiber optic cables for wired connections in classified networks.
• Policy changes to cluster classified computing into bounded enclaves, rather than allowing classified drops and terminals in any office in the limited areas. (This may also aid in controlling access to classified data and removable media containing classified data, because there would be fewer points/locations to control.) • Create "cones of silence" where no classified discussions or emanations are permitted.
• Use isolation transformers or batteries to power wireless access points to prevent information coupling [8] .
• Examine the use of Liquid Crystal Display (LCD) monitors rather than Cathode Ray Tube (CRT) display terminals to reduce information coupling.
• Encrypt/decrypt all classified information with a Type 1 algorithm at the points where it enters/leaves the network, thereby making the network itself, unclassified.
• Although destructive interference can currently be illegal in the United States per Federal Communication Commission (FCC) regulations, a change in the laws to allow limited interference under certain conditions could enable jamming of cell phones, PDAs with RF interfaces, Bluetooth devices, and laptops with RF LAN interfaces when near devices processing sensitive information.
• Lower power transmitters and lower gain antennas for RF networking devices would reduce their range, the distance at which their emissions could be received.
• VPNs and add-on security products may secure current 802.11b and 802.11a
products.
• Now that industry knows what is technically possible, and can learn from its mistakes, an entirely new wireless data communication architecture that incorporates security from the start could be developed for next generation wireless networking deployment.
• A Sandia owned and operated cellular phone system may, in much the same way as the Sandia owned and operated telephone switch, defeat the ability to remotely open the handset microphone for covert listening.
• Just as collaboration with standards bodies and vendors in the past has resulted in standards and products incorporating functions to meet Sandia's needs, future collaboration with cellular terminal equipment manufactures and industry groups may be able to produce design changes to ensure microphones cannot be controlled remotely and to eliminate or restrict the ability to reprogram cellular handsets through SIM downloads. Other collaborations could ensure security-friendly RF devices for use at government facilities.
These issues will not go away and must be faced, if not for productivity, convenience, or social/cultural reasons, then for technological reasons. Article number 103284 from HPCwire ("Intel Details New Technology for Cheaper Chips," August 16, 2002) states that Intel Corporation is seeking to combine multiple features, including wireless networking (presumably in the RF portion of the spectrum), on the same chip with microprocessors.
If RF wireless networking becomes pervasive as a part of every computer chip, DOE and NNSA will have to make some difficult decisions. Will the labs go back to pre-computer days? A return to slide rules and typewriters could mean hiring every able-bodied man and woman in the country to perform calculations and type up the results. This would not only bankrupt the country, but would likely pose a greater security risk than wireless networking! Custom computer chips without built-in wireless networking, fabricated specifically for the U. S. Government would be a somewhat cheaper, but not necessarily any more feasible, solution. It is quite conceivable that at some point, whether we want it or not, whether users require it or not, we will be forced to deal with RF-based wireless networks and their associated emissions throughout the working environment. Policies (and possibly laws) will have to change, and new developments to mitigate unwanted side effects will have to advance, in order to accommodate the ongoing march of technology. The way to migrate into the wireless world is to break the problem into manageable pieces and deal with each piece individually, but in the context of the overall problem. For each piece of the problem:
Where Could Wireless Technology Be Applied at Sandia?
• Propose a new position, based on the desired goal and the available (or soon to be available) technology; • Identify the risks involved;
• Identify protection measures to mitigate the risks; and • Develop a migration path leading to the new position.
Key issues that any risk mitigation strategies will need to address, include:
• Proximity to classified processing and communications; • Emanations and coupling; and • Wired media (cable) selection.
Also to be noted here, as it applies to both the classified and unclassified environments, is that we have not performed an exhaustive examination of the Sandia facilities to see what physical limitations exist, especially RF-dead zones. This information could be useful in many ways, including determining where to place classified computing enclaves.
Unclassified Environment
Wireless technology is here! Direct-beam IR is in use between PDAs inside the limited areas. With local approvals, and conformance to existing security policies and recommended practices, 802.11 wireless data networks can be used in conjunction with Sandia computers at home, in airports, and at conferences and trade shows [30] . This enables increased productivity in road warriors and telecommuters.
Access points for 802.11 RF networks could be installed in locations outside the limited areas such as conference rooms that are outside the fence, and the cafeteria. Diffused IR access points could be installed inside the limited area. This would be a relatively easy way to provide untethered portability for email and collaborative applications.
The RIM BlackBerry, customized for DoD/NSA, holds promise for two-way paging and fully mobile email processing at Sandia. A Sandia-specific version of instant messaging software could be developed to provide an instant message capability not only between portable wireless laptop computers, but also with computers connected to the wired infrastructure.
Each of these items (802.11 RF, Diffused IR, BlackBerry) are potentially a piece of the solution. An analysis, as described above, should be performed for each of these pieces, stating how it would be used, what the risks are, how the risks can be managed to an acceptable level, and a plan for implementation and roll-out.
In the longer term, the issues of RF in the limited areas and ubiquitous wireless connectivity will have to be addressed. Policy and technical issues will need to be solved so RF devices -be they voice phones, PDAs, or computers -can be used anywhere, inside or outside the technical areas. Some of the "solution pieces" listed in Chapter 5 (fiber optic cables, isolated power, "No Classified" zones, LCD monitors, a Sandia cellular system, etc.) may be applied to achieve this.
Classified Environment
In classified environments, the use of the Harris SecNet 11 PCMCIA cards can provide wireless connectivity, secured to the level of secret [14] . These cards use Type 1 encryption with the Baton algorithm [14] for communicating text, voice, and video data over 802.11b wireless networks. They accept optional antennas or a power amplifier via an SMA-style connector [14] . The wireless access point is a box that accepts one SecNet 11 PCMCIA card and can be wired to an existing secure network. This could reduce the cost of extending secure networking services, while at the same time, providing office-tooffice (or intra-office) untethered portability.
Because IR signals are much more easily contained than RF signals, diffused IR could also be used in the classified environment. DFIR could be used in closed conference rooms and large office/work spaces where everyone has the required clearance and a common need-to-know. DFIR, in addition to the Harris SecNet 11 RF cards, will not only aid in providing untethered portability, but also help to reduce the amount of copper cabling in the SCN.
Recommendations for the Path Forward
The following sections contain an ordered list of recommendations on harnessing the power of wireless communications to provide one portion of a state-of-the-art communication environment for the 21 st century. Further formal study to determine exact risks and details of risk mitigation strategies is recommended before installing new communications hardware.
This ordered list of recommendations dovetails onto the recent work of Del Packwood regarding approvals for RF at SNL-controlled premises. It is expected to extend the work of Packwood and Taylor [21] [30], providing a path forward to an environment of ubiquitous wireless connectivity.
With streamlined, local approvals [21] [30] we can now use RF wireless networking with Sandia-owned equipment in stand-alone networks. We can also use Sandia-owned computers in RF wireless LANs at home, conferences, trade shows, and airports to connect back into the Sandia corporate network. The recommendations in the following sections are intended to carry Sandia forward, in an orderly manner, into a world of portability and mobility.
The reason that the recommendation regarding the implementation of diffused infrared access points (section 7.1) is listed first, is because it does not require a great deal of further study and is comparatively easy to implement within existing policy, technology, and infrastructure. The recommendations in sections 7.2 and 7.4 provide foundation information upon which other items of the list can draw when they are implemented. Recommendation 7.5 on two-way pagers will need some further study, but I believe much of the work already performed by DoD, NSA, and RIM can be leveraged to accommodate BlackBerry devices in the DOE environment. Once the recommendations in sections 7.2-7.4 are implemented, recommendation 7.6 on wireless LANs outside the limited areas, becomes fairly straightforward in light of augmentation by a layer 2 encryption/access control product (as recommended by Lockheed Martin Information Systems [15] ) and Packwood's recent work [21] on local approvals for RF at Sandia. Recommendation 7.7 on Type 1 wireless LANs will need more study on policy issues, but has technology available on the shelf. The recommendations in sections 7.8 through 7.10 provide more foundation material for later recommendations (7.11-7.12 ). Bringing 802.11 into the limited areas (section 7.12) not only builds on the earlier recommendations and will need much more study of, and possible changes to, policies, but will build on the knowledge and experience gained in implementing 802.11 wireless LANs outside the limited areas (section 7.6). Finally, once the DFIR equipment of recommendation 7.1 has been replaces by 802.11 equipment inside the limited areas (section 7.12), the DFIR gear can be reused in specialized applications, as per recommendation 7.13.
Implement Diffused Infrared Infrastructure Mode LANs Inside the
Limited Areas Evaluate equipment from vendors such as Spectrix and install a diffused IR access point in most conference rooms inside the limited area. Connect these DFIR access points into the existing wired LAN (SRN) in that building. This effectively creates a wireless module that can be deployed in a safe, secure environment. It is a building block that can be replicated time and again throughout the SRN. Implementation should start with the conference rooms in one building and expand to serve other buildings. This would provide portable access to the corporate network in conference rooms for email processing and resource sharing, without the necessity of connecting a cable from a client laptop into the wired network. In addition, this could possibly be used in offices to increase portability and reduce the number of wired communication drops to the office.
General risks, such as unbounded propagation of the electromagnetic waves is mitigated by the using IR portion of the spectrum. IR signals do not pass through walls, floors, and ceilings. Conference room doors should be closed to contain the IR within the room. IR signals can pass through windows, but are attenuated when doing so. In spite of this attenuation, and because of the fact that excessive light in the room can hamper the effectiveness of DFIR networking equipment, shades or blinds over the windows should be drawn when the DFIR networking equipment is in use.
Create a Map of the Classified Computing and Communications
Resources at Sandia Using a GPS receiver to determine location, we should undertake a project at the Sandia facilities in Albuquerque, to record the location of all classified computing and communication resources. This can consist of a tabular form data file with the name and description of the resource and the GPS coordinates of its location. This information should be rendered onto a map of the Sandia Albuquerque facilities.
This data file and any reports and maps produced from it may be classified, but knowing this data would aid in developing a plan of where RF-based wireless networking could be employed. Having this information available would also aid in space management. Currently, office and laboratory space is managed on a "Quality of Space" basis and when the space will next need refurbishment. This information, and that developed under recommendation 7.4, could enable space management that also considers "Quality of Security" and the availability of communications. This may provide revelations about the ease or difficulty of the consolidation recommended in section 7.10.
Implement Strict Configuration Control over the Location of Classified
Computing and Communications Resources at Sandia A configuration control plan should be devised and implemented to ensure Sandia has a corporate knowledge of all details of the computing and communications resources for classified work. This should include information about the type of equipment, how it is powered, what communication media it employs, and other details needed to analyze whether RF-based wireless networking could be employed in the vicinity of the various classified computing and communications resources. To keep this data current and useful, it should be updated whenever classified computing or communication resources are relocated, augmented, or retired.
Perform an RF Mapping of the Sandia, NM Facilities
Perform a radio frequency mapping of the Sandia, New Mexico, facility to determine how to obtain the maximum radio coverage with the fewest antennas and lowest transmit power. This should also identify "dead spots", where there is no RF coverage.
Implement a System to Allow the Use of Two-Way Pagers, both Inside
and Outside the Limited Areas Evaluate two-way paging equipment -such as the version of the RIM BlackBerry customized for DoD/NSA [3] -and various supporting equipment (i.e. gateways, antennas, etc.) to determine suitability for use at Sandia. This should include an examination of the pertinent DoD/NSA policies regarding the customized BlackBerry, and recommendations for changes in DOE polices concerning the selected device. Once approved, procure support equipment and a limited number of devices, and initiate a pilot installation of two-way pagers.
Capabilities of the devices (in light of any DoD/NSA customizations) and DoD/NSA/DOE/NNSA policies will have to be evaluated to determine the risks involved and what mitigative actions may be necessary. The RIM BlackBerry seems to use a server or gateway that sits behind a firewall on a corporate intranet, but we would need to learn much more detail about the specific architecture in order to properly evaluate the system.
Implement 802.11a Wireless Infrastructure Mode LANs Outside the
Limited Areas To provide portable, convenient, and untethered access to the Sandia corporate data network outside of the limited areas, 802.11a RF networks in the 5 GHz U-NII band should be established. 802.11a equipment should be used to provide higher data rates (up to 54 Mbps) and operation in the less-crowded 5 GHz portion of the spectrum. Operation in the 5 GHz band by the 802.11a equipment avoids potential future spectrum conflicts with equipment that operates in the 2.4 GHz ISM band (e.g. Bluetooth, cordless telephones) using different modulation techniques.
To remedy the security problems inherent in 802.11 networks, a layer 2 encryption and access control product, such as AirFortress by Fortress Technologies (using AES or Triple DES), should be used with the wireless LAN equipment. Other information provided by mapping and configuration tools regarding the location of, and distance to, classified computing and communications resources will need to be obtained (see sections 7.2 and 7.3) to proper analyze the remaining associated risks.
By combining the 802.11a networking equipment with a layer 2 encryption/access control product, this too effectively creates another wireless module that can be repeatedly deployed. It is another building block that can be replicated time after time outside the limited areas, allowing connections to the SON. Note that constraints relating to the proper separation or distance from classified operations must be observed.
Allow the Use of Approved Type 1 Wireless Devices in the Secure
Network Examine wireless LAN equipment employing Type 1 encryption algorithms (such as the SecNet 11 equipment by Harris Corporation) and the relevant DOE/NNSA policies to determine what steps must be performed or which policies must be changed, and in what manner, to allow the use of Type 1 encrypted wireless LAN equipment in the SCN. Equipment of this nature can easily and cost-effectively extend secure networking services, reduce the amount of copper cable in the SCN, and provide untethered portability of classified computing equipment. To keep configuration and location data bases (sections 7.2, 7.3) current, a range of operation (e.g. building or building/room combination) will need to be associated with each portable, classified device (e.g. computer).
Replace Copper Data Cables by Fiber Optic Cables and Wireless LANs
in the SCN Replacement of copper cables within the SCN by fiber optic cables eliminates certain data coupling effects [7] , since optical fibers neither emanate signals nor serve as antennas to receive signals. Fiber optic cables also provide greater bandwidth, and therefore allow faster data rates than copper wires. In areas that do not require the fastest data rates, but can benefit from ease of portability of computing equipment, wireless extensions to the SCN (section 7.7) can augment fiber optic cables, replacing copper wiring for data communication.
Perform a Study to Remedy Coupling Issues
As technology evolves, many things change. Some years ago at Sandia, the required separation between a telephone and a classified computing or communication resource was 6 feet. Over the years, this has decreased by an order of magnitude to about six inches to one foot. It is time to revisit required separations due to RF, data, and power coupling in light of the newer technologies (e.g. LCD monitors and isolation transformers) available in the marketplace. Analyze the remaining problems and devise solutions to the various coupling issues. This will allow network designers to find what the minimum separations should really be between classified computing and communication equipment and unclassified wireless communication equipment.
Cluster Classified Computing Resources into Bounded Enclaves
Cluster classified computing resources into bounded enclaves and protect these enclaves (i.e. electromagnetically shield the enclave, prohibit the presence of RF devices not equipped with Type 1 encryption, etc.). Where remote access to these enclaves is absolutely needed, use fiber optic communication cables and low emission LCD terminals (along with shielded cases for the electronics) to minimize coupling (section 7.9). This topic will need much more study. It will require information generated by recommendations 7.2 and 7.4. It will need the configuration controls of section 7.3. A consensus would have to be developed with facilities (concerning space management) and the users of the classified computing resources.
Perform a Study of How to Implement Wireless Voice Communications
within the Limited Areas A key consideration when thinking about wireless voice communications within the limited areas is ensuring the RF transmitting devices do not pick up and transmit classified voice conversations or emanations. One idea to study would be the feasibility of creating "cones of silence" where no classified or sensitive discussions or emanations are permitted. This way, cell phones could be used within these cones of silence, for even if a cell phone with an open microphone was transmitting, little or no useful information would leak. Another item to study would be the feasibility of installing a Sandia owned and operated cellular telephone system. Although this would have the advantage of Sandia control over the cellular infrastructure (and possibility the ability to reprogram the phones to a known set of attributes and functions upon entering the Sandia premises), there is a risk of obsolescence. It may be expensive to purchase the spectrum license and keep the equipment up-to-date. (One aspect to explore would be, just how current would the system have to remain?) Other options to examine include: Voice over IP (VoIP), using the ever-shrinking data devices (PDAs, Pocket PCs) to communicate voice over a wireless data network; cordless telephones (operating in the 2.4 GHz ISM band) reporting to numerous base stations (where each base station could handle many handsets); and commercial cellular handsets that have been modified to not accept SIM downloads or be able to have their microphone opened remotely.
Implement 802.11a Infrastructure Mode Networks Inside the Limited
Areas Once the locations of classified computing and communication resources are identified and controlled (sections 7.2 and 7.3), copper wiring is removed from the classified network portion of the cable plant (section 7.8), coupling issues have been remedied (section 7.9), classified computing resources have been separated into enclaves (section 7.10), and experience has been gained with 802.11 products (section 7.6), implementation of 802.11a networks (along with a layer 2 encryption product such as AirFortress) inside limited areas is recommended. This will require study of, and possibly changes to DOE/NNSA policies, but much of the groundwork should have been performed through the earlier recommendations in this list. Again, 802.11a equipment is recommended, for the same reasons as in section 7.6.
Implement Diffused Infrared LANs on the SCN
In locations where classified information must be processed, but Type 1 encrypted wireless devices (like the Harris SecNet 11 PCMCIA cards) cannot be used, implement diffused IR LANs if the areas can be bounded (e.g. conference room, a bullpen office where everyone is working on the same project). This will need to be accompanied by policies requiring closed doors without windows (or having shades, blinds, or other suitable covering over the windows in the doors) and shades or blinds to cover the room's windows while the DFIR networking devices are in use. This will further bound the room, limiting the propagation of the IR signals. 
